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INTRODUCTION 
 

The Dow Chemical Company (“Dow”) is one of the nation’s leading companies engaged in the business of chemistry.  Dow has manufacturing locations in twelve states and Puerto Rico as well as Canada and Mexico.  Dow manufactures products for a wide range of markets that are vital to human progress, including food, transportation, health and medicine, personal and home care, and building and construction, among others.  Dow, through its commitment to RESPONSIBLE CARE®, is committed to continuously improve the safety, security, and efficiency of hazardous materials transportation. 
 

Dow supports the effort of the Department of Transportation’s Research and Special Programs Administration (RSPA) and the Federal Motor Carrier Safety Administration (FMCSA) to publish an Advanced Notice of Proposed Rulemaking (ANPRM) seeking comments on the feasibility of specific security enhancements and the potential costs and benefits of deploying such enhancements on motor carrier transportation of hazardous materials.  Dow has been diligently working to help protect people, property, products, processes, information and information systems by enhancing security, including security against potential terrorist attack, throughout its manufacturing network. 
 
Dow appreciates the opportunity to continue our coordination with RSPA and the FMCSA and to provide the following specific comments to the questions posed in the ANPRM. 
 
ISSUES 
 
1. What are the state of information and communications technology development 

and the current level of adoption of state-of-the-art systems by the 
transportation industry?  There are various information and communication technologies currently being utilized in varying degrees by the transportation industry.  These include GPS systems such as Qualcomm, LOJAC systems, cellular telephones as well as others.  The state of communication technology is at a crossroads.  Due to recent threats to security, any developments should be selected that yield the desired countermeasures and security with the lowest costs.  New technology should consider ease and speed of implementation, cost, technical feasibility and reliability.  Due to the expense of these systems ($400 per unit for  
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GPS systems plus operating costs), and problems associated with these systems, they have not been widely implemented.  Cellular phone usage is increasing and provides for fast, real time communications. 
 

Dow supports a stronger partnership between industry and government in the development of more efficient telecommunications technology.  As a result, Dow will be participating in the DOT operational test of technologies and procedures to improve the security of hazardous materials moving via motor carriage.  Dow believes that the concept of reasonableness must be built into any criteria used for the selection of security measures.  Since 100% protection is not possible, there must be a reasonable balance between risk, cost and benefit. 
 
To the extent any new laws and regulations are needed, Dow supports building those requirements into the existing comprehensive framework of laws and regulations that already promote security in the chemical and transportation industries.  The existing framework is good, so we need to build on it – rather than creating new, potentially conflicting, regulatory programs.  In addition, the need for a cooperative government-industry relationship is stronger than ever. 

 
2. What is the effectiveness of different types of physical security measures? 

The effectiveness of physical security measures varies depending on the method chosen.  
• Steering Column Locking Devices – Deters theft by preventing the steering column from being moved.  Makes the tractor a less inviting target but the trailer can still be towed. 
• Kingpin locks, landing gear locks and/or fifth wheel locks – Deters theft of trailers.  Access to device key is a problem, and combination locks do not withstand weather well. 
• Air brake locks – Deters theft by making release of brakes impossible. 
• Cable seals – Deters easy access but can be cut. 
• GPS Devices – Pinpoints location via satellite.  Eliminating antenna can disrupt satellite link.  Metal bridges can block signals and placement of a metal bucket over the link can disrupt or weaken the signal.  Also adversely affected by cloud cover and terrain features. 
• Tractor Access Controls – Shuts down tractor if unauthorized driver tries to operate vehicle.  Another version stalls the engine if the parking brake is released before correct code is keyed into the cab control unit.  Deters theft but trailer can still be towed. 
• Escorts – May or may not be effective in that escort personnel can also be overcome.  In addition, the magnitude of hazmat shipments (approximately 600,000 per day) make this measure extremely costly.  An additional negative regarding escorts is that they would flag a cargo tank as moving hazardous materials and therefore increase the potential for terrorist activity. 

 
3. What is the overall security of safe havens for temporary storage during 

transportation, including suggestions for improving security at safe havens or 
alternatives to the use of safe havens?  This question would be better addressed by the motor carrier industry. However, from a shipper standpoint, it is believed that safe havens would offer a measure of security provided they are equipped with surveillance cameras, fencing and other protective devices.  Placement of safe havens is problematic in that drivers have flexibility in routing choices, and time limits on active duty driving affects the distances a shipment can travel before having to stop. In addition, havens can become targets themselves once they have been established. 

 
4. What are the costs involved with implementing specific security measures?  Of course costs vary depending on the specific security measure implemented, as indicated in the following table. 
 
SECURITY ITEM DESCRIPTION IMPACT COST 
Tractor Access Control by MagTec. Shuts down a tractor if someone other than the authorized driver tries to operate the vehicle. Deters theft.  Can remove trailer with tow truck. Approximately $400 per unit.

 
 
 

Tractor Access Control by Base Eng. Stalls engine if parking brake is released before code number is keyed into the cab-mounted control unit.
 

Deters theft.  Can remove trailer with tow truck. Approximately $400 per unit.

Satellite Tracking on Tractors Systems like Qualcomm are receiving renewed interest by hazmat carriers. Not mandatory by DOT at this time.  Many fleet executives fear DOT will require on all tractors. Rental fee of $250/month per unit plus message fee.

Satellite Tracking Upgrades Adding a panic button to Qualcomm systems, for example. Panic alert activates computer screen in control center listing emergency contact information and procedures.  Can also call police. 
 

$35 to $50 per retrofit plus user fee.

Steering Column Locking Devices Resembles “The Club” used in automobiles.  Transport Service has a version called the “T-Bolt” made of high strength steel.
 

Deters theft.  Prevents steering column from being moved.  Makes tractor a less likely target. Can tow trailer. Approximately $15 per unit.

Anti-theft Devices for Unattended Trailers Kingpin locks, landing gear locks, and/or fifth wheel locks should be an essential part of any trailer security program. Deters theft.  As drivers spot trailers and move on, access to device key is problem.  Combination locks do not withstand weather well. 
 

Up to $200 per unit.
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Global Positioning Devices Pinpoints signal location by using satellite vector analysis. Satellite link (antenna) can be snipped with pliers.  Metal bridges can block signal.  Also covering link with metal bucket weakens signal.  
 

Approximately $400 per unit.

Mechanical Sealing of Cargo Tanks A typical single-compartment stainless steel chemical trailer will need to be sealed in about 10 places. Another safeguard against unwanted access or contamination.  Modifica-tions to container openings may be necessary. 
 

Cable Seals can be up to $1 per seal.

Advanced Cargo Sealing Devices Civacon offers the Parcel Sealed Delivery System, for example. Developed in Europe to electronically monitor and record activity for each compartment on a petroleum transport. 
 

Approximately $500 per unit.

 
5. Are there safety or productivity benefits that would help offset costs?  As a shipper it is believed that communication devices do provide possible productivity benefits by allowing dispatchers to know where units are located so that they can be assigned additional loads without having to return to a terminal location. This helps reduce non-revenue producing deadhead miles. However this issue is better addressed by the motor carrier industry. 
 
6. Are there measures or incentives that may be appropriate to consider in 

promoting technology development and adoption in conjunction with or 
separate from general regulatory requirements?  Dow supports federal funding for additional transportation security measures for all transportation modes (e.g., road, rail and marine), similar to those listed in the Rockefeller Safe Rails Act.  This includes funding for: Security and redundancy for critical communications, computer and vehicle control systems for secure transportation operations. 
ο• Development of secure networks to enable carriers to communicate information to hazardous material shippers regarding credible threats to hazardous material shipments anywhere along the transportation network or on shipper facilities. 
ο• Development and deployment of secure global positioning satellite (GPS) tracking systems on vehicles transporting high hazard materials, if required by a Federal agency.  NOTE:  In general, Dow believes the security benefits derived from the use of GPS systems are quite limited.  Use of GPS systems should not be required for all hazmat shipments. 
ο• Investment in the physical hardening of critical transportation infrastructure. 
ο• Research and development of improved technology for sealing cargo containers. 
• Cargo container modifications, if required by a Federal agency.  The Federal agency requirement is desirable to ensure consistency and uniformity. 
• Dow supports further research into the viability of using biometric indicators to prevent theft and hijacking of bulk chemicals while in-transit (e.g., the use of fingerprint or eye scan technology tied to the vehicle/vessel operating system). 
• Dow supports further research into the viability of various monitoring systems or sensors to promptly detect when a chemical cargo container has been breached (due to ballistics, explosives or unauthorized opening of a hatch or valve). 
• Dow supports further research into the use of "smart cards" and readers to enhance verification and inspection of hazmat shipments. 
• Dow supports further research to develop standardized tamper-resistant and tamper-evident locking and sealing systems for cargo compartment openings.  This also includes redesign of bulk chemical cargo container openings to facilitate this objective. 
• Dow supports further research to develop low-cost electronic screening tools to enable shippers, carriers, customers and law enforcement personnel to quickly scan vehicles, vessels and cargo containers for explosives and other inappropriate materials. 
• Dow supports further research into the viability of self-sealing technologies to prevent or mitigate chemical releases should a cargo container be breached. 
• Dow supports further research into the role refrigeration systems can play in mitigating a chemical release when a cargo container has been breached. 

 
7. Should specific physical security measures be limited to certain highly hazardous 

materials and, if so, which highly hazardous materials warrant specific security 
measures?  Dow supports the implementation of appropriate risk-based terrorism countermeasures focused on the hazard of the product shipped and tied to the level of threat.  A one-size-fits-all security approach is not desirable.  For example, a hierarchy of countermeasures should be established, with bulk shipment of Poison Inhalation Hazard (PIH) materials being at the top of the list, followed by bulk shipment of highly flammable and explosive materials, and ending with all other hazmat and non-hazardous cargo shipments.  Special attention should be given to food grade materials and other sensitive end-use products, especially regarding the potential for product tampering and contamination.  For example: 

 
• PIHs = Numbered seals; GPS tracking; cell phone in truck cab; pre-defined route map with route deviations and unscheduled stops reported immediately to dispatcher; an appropriate cost-effective combination of tractor and trailer anti-theft devices; and driver teams for transportation distances over six hours.  Armed escorts at the highest (Condition Red) threat levels. 
• Flammables & Explosives = Numbered seals; cell phone in truck cab; pre-defined route map with route deviations and unscheduled stops reported immediately to dispatcher; and appropriate cost-effective combination of tractor and trailer anti-theft devices. 
• All Other Materials = Numbered seals only. 

 
The Dow Chemical Company appreciates the opportunity to provide RSPA and FMCSA specific comments to the questions posed in the ANPRM.  If you have any questions or would like more information please contact the undersigned below. 
 
 
Respectfully submitted, 
 
 
Colin K. Buell 
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Regulatory Specialist 
The Dow Chemical Company 
Phone  989-636-7026 
Fax  989-636-8767 
 
 


